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https://id-ransomware.blogspot.com/2018/10/enybenycrypt-ransomware.html
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File ptions View Proc Find Users H;p
Process VeusTotal  CPU  Private Bytes Wdams& PID omm ~
[i7]svchost exe /83 2,160 K 12692K 5964 Host Proc
[87] swchost exe 83 2392K 7200K 7160 Host Proc
(7| swchost exe /63 3472K 7580K 7904 Host Proc
(3| avchost exe 0/63 1560 K 5524K 4716 Host Proc
(a7 avchost exa 063 2,700K 9520K 8708 Host Proc
[ svchest &xe 0763 6,228 K 20624 K 3236 Host Proc
[87] svchost exe /63 <D0t 4532K 15084 K 3412 Host Proc
& {3 ksde.exe /68 22776 K 5768 K 8732 Kaspersk!
2 kadeu exe 167 6,956 K 4306K 8944 Kaspersko
(7| svchost exe 0/63 2,0%6K 8172K 6192 Host Proc
'F]ng&nkerem 0/68 1560 K 3008K 1040 System G
(7] svchost exe 0/63 8.924K 16,304 K 1440 Host Proc
[i7] svchost exe 083 1420K 5908 K 7204 Host Proc
i-|lsass exe /68 6,128K 15528K 932 Local Sec
# | fontdrvhost exe 1.652K 3788K 640
N ' cerss.exe 0.55 2680K 5620K 860
%) W " winlogon exe 2438K S400K 978
/) RAVCpISd exe 082 4136K 12864 K 3032 Realtek
@ ToolwizTimeFreeze exe 251 5472K 16888 K 4712 Toolwiz
¢ procexpb4 exe /68 0.89 15,784 K 32688K 7660 Sysntemy

CPU Usage: 47.22% Commit Charge: 53.88% Processes: 120 Physical Usage: §1.14%
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£ SYMMYWARETXT - Notepad = | i

File Edit Format View Help

[ — =SymmiwWare=------- #

All your files was ciphered by Strong algorythm AES-128.

Take your time, no one will be able to decrypt your files without our decryption service.

To decrypt files, pay $ 0 in Bitcoins. If you do not have 0 bitcoins (everyone has it) then go to the site
localbitcoins.com and there send to our wallet (which we do not have) and write to the mail
simmyware@protonmail.ch to get the key and the decoder.

we advise you not to mess around because you still do not restore their hands.

we've also encrypted all your drives, files on your hard drives and network drives.

AES-128 s the Most reliable m111tary grade cryptographic algorithm.

There's no way to hack it, not even with a supercomputer.

The file cutter will start in 48 hours.

Don't be stupid and ugly Tike Patrick.

Any hacking attempts can fuck all of your data and the locker will turn them into pee-pee.

Good luck. Goodbye.

P.5 I'm not spreading, and T can't.

P.P.S. The best time to send a letter: after November 25 (while we register the mail), and the fact that we
wrote about 48 hours - it was a joke. we do not count down the time until the system is removed.

Fommm =Symmiware=-------%
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Windows Program FilesProgram Files &)1

5 @wAAav° dcwihAdg AR

xt, .doc, .docx, .xls, .xIsx, .ppt, .pptx, .odt, jpeg, .png, .csv, .sql, .mdb, .sIn, .php, .asp, .aspx,
html, .xml, .psd, .sql, .mp .2, .rar, .m(a, .wma, .avi, .wmv, .csv,..dbsp, .zip, .sie, .sum

ibank, .t ...t, ,-.qdf,.gdb, .tax, .pkpass, .Hc.bcZ .bkp, .qic, .bkf, .sidn, .sidd, .mddata, il

itdb, .icxs, .hvpl, .hplg, .hkdb, .mdbackup, .syncdb, .gho, .cas, .svg, .map, .wmo, .itm, .sb,
fos, .mov, .vdf, .ztmp, .sis, .sid, .ncf, .menu, .layout, .dmp, .blob, .e$mytly .dazip, .fpk

.mlx, .kf, .iwd, .vpk, .tor, .psk, .rim,..w .fsh, .ntl, .arck ,#Avl, .snx, .cfr, .ff, .vpp_pc, .Irf, =m
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.mcmeta, .vf¥; .mpqge, .kdb, .d# .dba, .rofl, .hkx, .bar, .upk, .das, .iwi, .litemod, .asset,

forge, .Itx, .bsa, .apkre/, .sav, .Ibf, .slm, .bik, .epk, .rgss .pak, .big, wallet, .wotreplay

Xxx, .desc, .py, .m, flv, js, .css, .rb, 2, .pkZ .pd, .p ,-.pfx, .pem, .crt, .cer, .der,.fx
.srw, .pef, .ptx, .rd, .rw-, .rwl, .raw, .raf, .orf, .nrw, .mrwref, .@f, .erf, .kdc, .dcr, .er.crw,

.bay, .s¥, .srf, .arw, .fr, .dng, .jpe, .jpg, .cdr, .indd, .ai, .eps, .pdf, .pdd, .dbf, .mdf;,.witb,

wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx, .ppt, .xlk, .xIsb, .xlsm, .xlsx, .xIs, .wps,
.docm, .docx.doc, .odb, .odc, .odm, .odp, .ods, .odt, .veg, .ico, .Ink

4° AwL EUE@L OMm&A ENEiv ORAE GaRTD BE ¢l v 845 A
+wbhy cARAUCRWIAE v I ¢ Y%y Yiufi A DB WaWZAIWVE b ¢
"SYMMYWARE ° v DIEARA vidisy YA Adie € vQ A QA %vingiCg w o
Y B0A &BENvwWAw BV A

@v‘ = ¥ Computer » Media (E)

Organize ~ Include in library ~ Share with = Burn MNew folder
-~ Favarites MName Date modified Type ) Size
SYMMYWARETXT 11/5/2018 6:33 PM  Text Document
J Libraries ald mp4. SYMMYWARE 11/5/2018 6:33 PM File
‘- Documents Lbi.rar. SYMMYWARE 11/5/2018 6:33 PM e
< Music test file (3).jpg.SYMMYWARE 11/5/2018 6:33 PM e
= Pictures test file (2).mp4.SYMMYWARE 11/5/2018 6:33 PM e
B videos test file (2).docx.SYMMYWARE ~ 11/5/2018 6:33 PM e
test file (1).rar.SYMMYWARE 11/5/2018 6:33 PM e
A& Computer test file (1).pdf.SYMMYWARE 11/5/2018 6:33 PV e
& Local Disk (C) test file (1).mov.SYMMYWARE 11/5/2018 6:33 PN e
w» Media (E) test file (1).jpg.SYMMYWARE 11/5/2018 6:33 PM e
test file (1).dwg.SYMMYWARE 11/5/2018 6:33 PM e
€ Network test file (1).docx.SYMMYWARE  11/5/2018 6:33 PM e
Dr).zip SYMMYWARE 11/5/2018 6:33 PN e
dnSpy.zip.SYMMYWARE 11/5/2018 6:33 PM e 23,553 KB
test file (1).srt 5/28/2017 8:03 PN R 66 KB
B test file (1).PNG 3/11/2018 9:22 PN PNG image 12 KB
2| test file (2).mp3 2/3/2018 4:45 PM MP3 Format Sound 4,069 KB
£ test file (1).mp3 3/13/2018 3: P MP3 Format Sound 6,233 KB
test file (1).m 1/22/2018 6:40 PN File 2 KB
test file (1).kmz 3/14/2018 6:35 PM  KMZ File 1 KB
test file (1).key 4/29/2013 1:00 PM  KEY File 1 KB
= test file (2)JPG ) ) 134 KB
M test file (1) I 1KB
test file (2).bak 1/31/2018 8:05 BAK File 90 K8
test file (1).bak 1/31/2018 10 BAK File 83 KB
test file (1).exe 3/7/2018 2:04 PM Application 5442 KB

owetwsdv vui A% ¢ Y%A | Cywz %é oo ACA Uzwpuo ¢
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B Windows Task Manager == S

File Options View Help
Applications | Processes | Services | Performance | Networking | Users I

CFU Usage

CFU Usage History

T T ¥ ll
| .|| @, |||I|\| ||l|’|“r'l|1||I |l I.,l

i | I|I '||
|I| i J |I| I | | | U lJI" 0 AR

[} Lol _.""" .1| I I"-. JI'..-"'-._..I

Physical Memory Usage

Physical Memory (MB) System

Total 2047 Handles 15292

Cached 1223 Threads 598

Available 12986 Processes 50

Free 75 Up Time 0:01:15:42
Commit (MB) 1076 / 4094

Kernel Memory (MB)

Paged 108

Monpaged 45 “p Resource Monitor...

Processes: 50 CPU Usage: 4% Physical Memory: 36%

CEwLAWPE 0 voaz¥%Al W § 30l A Y. AGlaEyaz EYs A ndvy
¢ v Pz wilv PAZL U AVl ¢ @ DalA@a 3¢ v cCaveoFOVR ezt Avbng A &
Yopeéwly ¢é®%vitA. Mvo« &ATEW AAALE

5wao ECv 0C(

cwLlzsawL Ly wlLLgzv Gitinidwmardsiev A BAwald wa °yLi Ev % 124w
ALELAOLpWL-EV |t %yl PpPsERexeye yBrDFOMLUteew & A |
O PEWEV £ AGU ) ithOMoIdLuty.exe 0 ¢ WARGEOMEA £¢ YoV Yufi A0 %

) €1 %i v ° GyBrDRORLuty Ity WA wapw RAwv
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startAction

AP & test file (1).mp4 )85 1 LS | AP test file (1.mp4 SYMMYWARE | &)1d8 ey 31 das
00000000 00 01 02 03 06 07 02 09 0a Ob Oc 0d Oe Of f 00000000 00 01 02 03 04 05 06 07 02 09 0a Ob Oc 0d Oe Of
00000000 00 00 00 18 &6 74 79 70 6d 70 34 32 00 00 00 00 | = 00000000 79 2c 86 96 52 c0 ed 0a 83 23 7e 91 31 77 bd 03 Y,T—Rﬁi.f#m‘lﬁ.
00000010 69 73 6f &d &d 70 34 32 00 03 1b 66 &d 6f 6f 76 isommp42...fmoov = 00000010 e3 46 be 31 1c 36 ab 10 18 ae 08 b4 3c 0d 56 18 aF¥l.6x..®. <.V,
00000020 00 00 00 6c &d 76 68 64 00 00 00 00 d3 £3 89 45 ...lmvhd. . ..08%E 00000020 bf 2d ce 3d 94 3f 06 284 09 7e S5a a7 7Te b2 12 32 ,‘,—i:"'}.,,.-ZS-‘.Z
00000030 d3 £3 €9 45 00 01 S5£ 90 02 €3 29 24 00 01 00 00 Go%E 00000030 33 02 46 le eb 14 fa 2c 4b B8 19 9a 10 90 36 dé 3.F.8.4,K".3. &0
00000040 01 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 . 00000040 80 0d 43 85 ¢c1 72 2b 7c e6& Tb ab 97 £f 5b 5a el E.CJ‘LrHe[x—Y[Zé
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 Q1 00 Q0 00000050 16 34 56 €d (Oe 09 d3 g6 87 55 12 82 99 ef 3e 17 .4W..0T$U.,“i>.
00000060 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00000080 52 a2 c2 &0 ba dc 9a d3 B9 B9 93 g6 &b 51 a5 2d Raﬁ‘"ﬁéé&.‘_’,"'fkﬁ‘{—
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 Q0 00000070 Sb df e 43 %e 2f £2 0c cb 3d 24 b2 55 c0 45 da [ﬂiCi!ﬂ.E:$’Ui‘§Eﬁ
00000080 00 00 00 00 00 00 00 00 00 00 00 03 00 01 de 2c B 00000080 cé a3 8f bc 16 €0 3c 01 d7 el 90 7d 66 &7 €1 le EE %.°<.%d }fg .
00000030 74 72 €1 6b 00 00 00 5c 74 6b 68 64 00 00 00 03 trak...\tkhd.... 00000030 b7 08 e5 €2 4f 87 db f0 8d a3 30 b5 51 67 cé 74 -.Ab0+(a £0pQgET
000000a0 d3 £3 €9 45 d3 £3 89 45 00 00 00 01 00 Q0 00 00 GOLEGESE . 000000a0 dS bd Sf Sc 4b 2c 2e dd 92 d9 ec 28 4f 0a 25 le 6‘-57\}(, .‘i"tli(().%.
000000b0 02 63 29 08 00 00 00 00 00 00 00 00 00 00 00 00 C)eann 000000b0 9a 22 91 28 83 92 f5 78 47 a9 c2 bc 92 47 Tb 09 é"‘(f’ﬁxﬁ@i\‘«i’ﬁ[.
000000cO 00 00 00 00 00 01 00 00 00 00 00 00 00 QO 00 00 000000c0 9c e3 61 32 fa fe 2c e2 ae 48 B85 £f 38 93 7Te 9% wda2ip, A8H. FE~Y
00000040 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00000040 e5 42 43 59 €6 96 a7l ee 03 9 a3 59 4e 1b a4 eb ABCYF-§1 . ELYN.mE
0000000 00 00 00 00 40 00 00 00 05 00 00 00 02 d0 00 00 000000e0 fe Ob le 70 10 £5 c9 ae €3 fc d5 2a 77 d9 39 93 b..p Eacuf*wio™
000000£0 00 00 00 24 &5 64 74 73 00 00 00 1lc &5 6c 73 74 000000£0 ff ec 93 b3 0Ob d2 3f cB df 45 dd 76 2e 5d 39 bS5 Qi".O?f.BE?vilgp
00000100 00 00 00 00 00 00 00 01 02 €3 29 08 00 Q0 Ob b& 00000100 ae 94 60 4e 3d be dB 39 ce 89 dc 06 fe 17 c9 b3 l‘&"‘N=qIDQT‘.'."U.b.E"
00000110 00 01 00 00 00 01 dd ad 6d 64 69 61 00 00 00 20 00000110 cd ee d2 c5 f0 ad 5c Tc S5e dc at d2 £f8 93 b3 eb }ﬁﬂiﬂ—\\“h “Dem e
00000120 6d 64 62 €64 00 00 00 00 d3 £3 B89 45 d3 £3 g9 45 00000120 9c 81 0f 82 64 Ta 64 00 fd 7d ae 01 f£fb 62 90 0d . . dzd.¥)}e®.0b .
00000130 00 01 5f£ 90 02 &3 29 08 55 c4 00 00 00 00 00 47 00000130 e5 ea c5 86 12 df 2f &4 4f fb Ob 8d 72 9d 71 Sb aéﬂf.ﬂfdoﬁ. r gl
00000140 68 64 6c 72 00 00 00 00 00 00 00 00 76 €9 64 65 00000140 af cf 42 ca cd 36 ce cf 57 15 ff c7 «cl fa b2 fa 73B¥§'.I‘6if'ﬂ.?§f\ﬂ’ﬁ
00000150 00 00 00 00 00 00 00 00 00 00 00 00 49 53 4f 20 00000150 32 37 21 3b b2 c& 00 81 £9 bc af 41 £f4 41 20 a9 2 SE. UM RA
00000160 4d 65 64 69 61 20 66 69 6c 65 20 70 72 6f 64 75 Media file produ 00000160 72 ee Se 9f da c7 Oc al a6 01 d2 27 12 as a3 66 ri“Yﬁ(}.r}-é'.m{f
00000170 63 65 64 20 &2 79 20 47 6f 6f &7 6c 65 20 49 Ee ced by Google In 00000170 la 2e ac e 4e e2 00 &8 dS e4 22 99 7Tb cg& 45 fa ..—-éNé.héh"“(EEﬁ
00000180 63 2e 00 00 01 dd 35 &d €9 6e 66 00 00 00 24 64 00000180 0e 22 76 a8 b0 ef 2f d0O c9 19 bé 38 el 19 4e e4 " °3/DE. Q84 . NE
00000190 69 e 66 00 00 00 1lc &4 72 €5 &6 00 00 00 00 00 00000190 4e e5 36 44 54 b9 43 ef la 1f £5 4d 79 95 74 &2 NEGDT‘Ci..EHy'tb
00000120 00 00 01 00 00 00 Oc 75 72 6c 20 00 00 00 01 00 i 00000120 c3 0f 9 a2 la b4 289 54 f1 7f 44 79 20 e5 22 47 i
File Comparison
pd@E s s e
G (sl @l | @
Type Offset (Source) Offset (Dest) Size
Inserted 43,510,270 43,510,270 12
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CreateRandomString() WEHE wa ¢ Yav Vafi A N HEBA
_restart_explorer() & Y OVAYLAY0 O A Wy Y
GetLogicalDrives() ) 1CAE at werAv 1 A« Aliz

_ ¢ wiLlac weava AyL owi L3ac v 1 U z¢
encryptDirectory(,) ) ©GEiw za ¥

messageCreator() ) ClE w®avwzA - wa C~ 06w
OLT a0 ¢y %o plEiv A
CheckForinternetConnection() A
ALz Cywz%é ga£ECA
SendPassword() 6 %L o poi ¢ WAy ¥EALvA/ZA A dwg

) 1@ ®aii6 wokwzy
i LALI, O&IEAE ¢ &ibréaferlzwionSting(@ Uz we Az OAz %0

5 Cupitwaev Cywz&HBwEaE BbwBETA I %o

CreateRandomString(int, string) : string

String( length, str)

ilder = StringBuilder();

om( ) ;

stringBuilder.Append(str[random.Next(str.

stringBuilder.ToString();

i ewsAAO Ay £y VEEuMERad exporr) Nz wE Az OAz %
5



=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

_restart_explorer() : void

Cowuf UzwfOwz v Ailgesyinrirespd)k w £ w A z . \OME&E B4l
5 CoUb U6 AWNAVWER AU CA« Vv Cywz%é

Directory X

()

n(SecurityPermissionFlag.

JlogicalDrives;
(num ! Bu )
({num & 1u) != Bu)

num2++;

[num2] ;

[1

num

num2 F
(num != Bu)
{
{({num & 1u) != Bu)

¢ WLYBAA L o i63LEwra VO | O EpdrymDidctoryy) bz wiEz  Alzi O AEzwwezl
5 CUAECY%Y@NTAUE dHhvAR
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encryptDirectory(S

, password

(location)
(location)

i))

directories(j) i directori

iy Y% OWaE v A wa CroAKzEy OnEsaelreatr WAWE Az OAz %u
) Cii SIMVYBARE.TXTO v A par0 o " GEY. Ajavid %4¢ v

messageCreator(string) : void

(while we

EvisrRaarndt@omectongd z wE£ Az OAz %0
Bl CA%¥%z W whsad CaclBCA 6 wi

>
a=d
:
Q\
()]}
=
:
@ ©
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CheckForlnternetConnection() : bool

Client webClient Client())

{webClient.OpenRe

golL ECA Az vOA z#AV G Sepiaonow iz wiz A4 O Azl
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SendPassword(string) : void

password)
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«ctor() : void
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[] bytesToBeEncrypted, [] passwordBytes)

t, 1000);

m(memoryStream, rijndaelManaged.CreateEncryptor(), CryptoStreamMode
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EncryptFile(string, string) : void

; file, ‘ring password)

=[] bytesToBeEncrypted = z es(file);
yte[] array = Enco - s ytes(password);
array = SHA1.Cre (array);
byte[] bytes = thi < (bytesToBeEncrypted, array);

(file, "
(file, bytes);
(file, file + ".SY
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| DA View-A [ ] =] Hex VWiew-1 I =1 Structures I == Enums |
_idata:@O4126E0 :
lidata:884126E0 ;[ Imports from MSUCRT_dllI
_idata:eos126E0 :
idata:eBs126E0 :
lidata:Bou126E8
.idata:ees126E0 : Segment type: Externs
idata:@84126E8 : _idata
.idata:ees126E0 ; void = cdecl memset(void =Dst, int val, size_t Size)
_idata:BO4126E8 extrn __imp_memset:dword : DATA XREF: memsetTe
_idata:004126E0 ; -data:Besi123gato
.idata:ees126E4 ; int _ cdecl strncmp{const char =Str1, const char *Str2, size_t MaxCount}
lidata:Bos126EL extrn __imp_strncmp:dword : DATA HXREF: strncmple
_idata:@64126E8 ; void »_cdecl memmove{void =Dst, const void =Src, size t Size)
.idata:ees126ES8 extrn __imp_memmove :dword : DATA XREF: memmoueli
lidata:8845126EC ; char = __cdecl strncpy{char =Dest, const char =Source, size_t Count)
_idata:eos1z6EC extrn __ imp_strncpuidword : DATA XREF: strocpule
.idata:eOs126F0 ; char *__cdecl Strstr(Const char =Str, cOnsSt char *SubStr)
_idata:004126F0 extrn _ imp strstr:dword ; DATA RREF: strstrTe
.idata:ees126F4 ; int _ cdecl _strnicmp(const char =Stri1, const char =Str, size_t MaxCount}
lidata:Bos126Fn extrn __imp__strnicnpzdword : DATA XREF: _stenicmpTe
_idata:@64126F8 ; int _ cdecl _stricmp{const char =Stri, const char =Str2}
.idata:ees126F8 extrn __imp__stricmp:dword : DATA XREF: _Stricmpie
lidata:884126FC ; size_t __ cdecl strlen{const char =Str)
_idata:@o4126FC extrn __imp_strlen:zdword : DATA XREF: strlenTr
.idata:@e8412708 ; int _ cdecl strcmp(const char =Str1, const Char =Ste2)
_idata:@ees12700 extrn _ imp_strcmp:dwerd : DATA RREF: strcmpTe
.idata:eos12764 ; veid x_cdecl memcpy(void *Dst, const veid xSrc, size t Size)
liaata:eos1zzen extrn __imp_memcpy:dword : DATA XREF: memcpule
idata-:@8s12788 ; int sprintf{char =Dest, const char x=Format, ..
.idata:ees12708 extrn _ _imp_sprintf:dword : DATA XREF: sprintfle
_idata:@e41270C extrn _ imp fabs:dword : DATA RREF: fabsTr
_idata:@os12710 extrn __imp_ceil:dword : DATA XREF: ceilTr
.idata:ees12714 ; void *__cdecl malloc(size_t Size)
_idata:@es12714 extrn _ imp malloc:dword : DATA RREF: mallocTr
_igata:eosizz1se extrn _ imp_floor:dword : DATA XREF: FloorTr
_idata:ees1271C : veoid __cdecl free(uoid =Memory)
_idata:@es1271c extrn _ imp free:dword ; DATA RREF: freeTr
.idata:ees12720 ; int _ cdecl fclose(FILE =File}
_idata:@ees12720 extrn fclose:dword : DATA XREF: _text:@8848FD13Tr
-idata:@8e412724 ; char =__cdecl strcpy(char =Dest, const char =Source}
_iadata:ees1z7zy extrn __imp_strcpuzdword : DATA XREF: strepule
lidata:@88412728 ; int __ cdecl tolower{int C
_igata:eosizzzse extrn _ imp tolower:dword : DATA XREF: tolowerTr
liaata:ees1z7zC
lidata:ees127308 ;
_igata:ees1z73e ;IImpnrts from KERNELaz.u11I
lidata:@8412738 :
_idata:00412720 : HMODULE _ stdcall GetHModuleHandleA{LFCSTR lpHoduleMame}
_idata:eos1z73e extrn __imp_GetHModuleHandlen:dword
_idata:ees12730 : DATA XREF: GetModuleHandleATr
_igata:eos1z7ae : .data:eeusizaesto
_idata:e@es12734 : HAMDLE __stdcall HeapCreate(DWORD flOptions, SIZE_T duwlnitialSize, SIZE_T duMaximumsize)
lidata:eou12734 xtrn __imp_HeapCreate:dword ; CODE XKREF: sub_hbOC168+9Tp

COMCTL .DLL | WINMM.DLL

OLE .DLL

SHELL .dll

| SHLWAPI.DLL

InitCommonControl timeBeginPeriod RevokeDragDrop ShellExecuteEx/ PathRemoveArgsA

SEXx

GDI .DLL
GetObjectA
DeleteDC
SelectObject
GetTextExtentPoint A

GetStockObject
CreateBitmap
SetPixel
CreateSolidBrush
GetDIBits
GetObjectType
BitBIt

SetBkColor
CreateDIBSection
CreateCompatibleDC
DeleteObject
SetTextColor

CoTaskMemFre
Colnitialize

MSVCRT.dIl KERNEL..dlI

strncmp
malloc

strstr

tolower

fabs

CreateDirectoryA
DeleteFileA
GetWindowsDirectory
A
MultiByteToWideChar

memmove HeapSize

memset GetCommandLineA
fclose GetProcAddress
memcpy SetFilePointer
_stricmp GetTempPathA

floor

strcpy
sprintf

WideCharToMultiByte
GetModuleHandleA
ReadFile

_strnicmp SetUnhandledExceptio
free nFilter

ceil WriteFile

strlen

PathAddBackslashA
PathQuoteSpacesA
PathGetArgsA
PathUnquoteSpacesA
PathRenameExtensionA

e

KERNEL .dll
GetNativeSysteminfo
GetEnvironmentVariableA
HeapFree
EnterCriticalSection
HeapCreate
FreeLibrary
HeapDestroy
HeapAlloc

TIsAlloc
GetVersionExA
LoadLibraryA
RemoveDirectoryA
GetShortPathNameA
DeleteCriticalSection
GetCurrentProcess
SizedResource
GetCurrentDirectoryA

KERNEL..dll

GetTempFileNameA
GetSystemDirectoryA
HeapReAlloc
SetEnvironmentVariableA
SetFileAttributesA
GetExitCodeProcess
TerminateProcess
GetModuleFileNameA
InitializeCriticalSection
LoadResource
SetCurrentDirectoryA
Sleep

CreateFileA
ExitProcess
GetCurrentThreadld
FindResourceA
GetFileSize
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strcmp GetCurrentProcessld SetLastError
strncpy CloseHandle LeaveCriticalSection

USER .DLL ‘ USER .DLL USER .DLL USER .DLL \ USER .DLL
SetFocus GetWindowTextLengthA IsWindowEnabled CharUpperA CharLowerA
RedrawWindow DestroyAcceleratorTable GetWindow LoadCursorA GetWindowRect
GetForegroundWindow GetSysColorBrush GetSysColor LoadlconA DispatchMessageA
GetParent CallwindowProcA SetActiveWindow GetMessageA EnableWindow
ReleaseDC GetClassNapA GetDC GetActiveWindow PostMessageA
SetPropA GetFocus GetKeyState CreateWindowExA = EnumChildWindows
FillRect MsgWaitForMultipleObj DrawTextA RegisterClassA MessageBoxA
EnumWindows ects RemovePropA SetRect PeekMessageA
RegisterWindowMessageA @ TranslateAcceleratorA  DefFrameProcA = GetWindowLongA SetWindowLongA
DefWindowProcA GetWindowTextA Destroylcon GetPropA AdjustWindowRectEx
ShowWindow CreateAcceleratorTable; UnregisterClassA| SetWindowPos TranslateMessage
GetSystemMetrics IsChild IsWindowVisible = GetClientRect SendMessageA

GetWindowThreadProcessld DestroyWindow
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1 jisMIDfmBgdeF.exe

1 B lemd.exelc "%TEMPYs F .tmp\* * ~bat CijisMIDfmBgdeF.exe"
@PsExec.expsexec hyBrDFjOidLuty.exe /accepteslghigh
® lhyBrDFjOidLuty.exaccepteula-s chigh
explorer.exe

explorer.exe
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https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00009542-00003528
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00010169-00002696
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00010197-00003608
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00010774-00002116
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00011478-00003308
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00014620-00003000
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